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About Munich Innovation Labs |

INspectre

Russian disinformation campaigns in the Western Balkans

Extremist and authorita

n communication, particularly from
the Russian regime, poses a significant threat to democratic
norms globally. The Western Balkans, still not fully integrated
into European institutions, are vulnerable to Kremlin influence.

s, 1SD will monitor and analyze pro-Kremlin
n the region, providing evidence to policymakers
and the public to counteract these influence efforts.
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From data streams to strategic insights

On Oct. 12, 2022, Russian soldier Aleksey Lebedev logged onto

VKontakte, Russia’s most popular social network, and uploaded a photo of himself in

military fatigues crouching in a large white tent. He had been smart enough to obscure

his face with a balaclava, but unfortunately for Lebedev and his comrades, he did not

obscure the exact location from which he had posted: Svobodne village in southern |
Donetsk.

Minchner Sicherheitskonferenz

Wie Daten die Bundeswehr zur
iiberlegenen Armee machen
sollen

il Moderne Kriege entscheiden sich auch in der digitalen
Welt. Die Bundeswehr sucht deshalb neue Wege der
Kooperation mit innovativen Start-ups und Kl-Entwicklern.

Russin sotler 2
N Diese Wissensliicke will das Start-up Munich Innovation Labs schlieBen, das Ki

\ ; & . N Tools flr die innere und &uBere Sicherheit entwickelt. Mit seiner ,Crowd

i S ™ Lebedev’s post was picked up by a Ukrainian military investigations company called

A Private Company IS USing SOC al Molfar. This lead was to an analyst in its op intelli (OSINT) Sourced Information Plattform“ (CIP) durchforstet es 6ffentlich zugéngliche

branch, and investigators spent the next few hours constructing a target location profile f Garrmr et s e e A s e e e e e e
Media to Track Down Russian for Lebedev and his military unit. The unit's location was believed to be a training base Informa P

for Russian and pro-Russian separatist troops. After discovering two other photos posted auch Crowd-User aktivieren, Informationen hochzuladen. So ergibt sich im

from the same location by p well as other
evidence, which was she I

Idealfall ein detaillierteres und aktuelleres Lagebild, als es selbst mit

Uiainian inceliigence. [ TONtverldufe in Echtzeit: Das ist die geheime . - N
Open-source investigations were once potent journalistic tools, but in Ukraine, they're being used gence| Kampfsoftware Delta, die im Ukraine-Krieg Satellitenaufnahmen méglich ware.
on the batti d. ’

entscheidend sein kdnnte

Vorgestellt wurde das Projekt am Donnerstagabend im Vorfeld der Miinchner

. . . B Sicherheitskonferenz (MSC). Der Charakter des Kriegs habe sich grundlegend
Amri-Ermittler iibersahen Handyfotos mit

Waffen

Neue Panne im Fall des Berliner Attentaters Anis Amri: Ermittler haben ein Handy des
spateren Terroristen nur oberflachlich ausgewertet.
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The Evolution of OSINT (Open-Source Intelligence

1st generation 2nd generation 3rd generation

Worldwar 2 ColdWar Terrorist attack ,09/11"
(1939-1945) (1947-1991) 11.09.2001)

1941 Publication
Foundation
of the FBMS Handbook"

| | | |
1939 1942 1980er-1990er 1994 2015
Monitoring of print  Foundation of the Budget cuts for the i q d
media and broad- 0SS, with the USA's FBIS, withtheend of  of COSPO of 0SC of 0SEand of Web 3.0
casting by the BBC  entry into the war thewar integration into
theCA

Source: On the Trail of OSINT The Evolution and Foundations of Open Source Intelligence,
https://www.hensoldt.net/products/190/osint-chronicle-quarterly-paper-introducing-the-world-of-osint

Open Source Open Source
Open Source Data Information Intelligence
(0sp) (OSINF)
Analysis and
Production
Processing and
exploitation
Collection



The Intelligence Cycle in OSINT

Source: On the Trail of OSINT The Evolution and Foundations of Open Source Intelligence,
https://www.hensoldt.net/products/190/osint-chronicle-quarterly-paper-introducing-the-world-of-osint

Six-Phase Intelligence Cycle:
Planning — Collection - Processing —
Analysis = Dissemination = Feedback

Key Challenges:
Legal boundaries, unstructured data
processing, verification requirements

Information Environment:
Managing overload and deliberate
misinformation in diverse source
landscapes



Can LLMs provide enhanced Situational Awareness?

Cost-Effective Video Understanding Using Multimodal
LLMs to Analyze Collages of Video Snapshots

‘OUSSAMA JARROUSSE'; MATTHEW TANTI
“Munich-innovation Labs GmbH, Munich, Germany.
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INspectre Al Platform - a truly modular platform
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Initial field studies and experiences are promising
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Collections

| IR g e Enhanced Information Extraction:
o= Bronwe somonmen [~ e R Unmatched performance on
% 2 _ i _“: 2T unstructured data, multilingual
g - o understanding, and advanced pattern
recognition across diverse sources

e Knowledge Graph Integration:
Automatic generation of visual
relationship networks revealing
connections and entities missed by
human analysis

Trump Administration
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Major Shortcomings and Limitations

Hallucination Risk: False information confidently presented as
factual, causing cascade effects and potentially corrupting
downstream intelligence analysis

Benchmarking Gap: Current evaluation metrics and testing
methodologies fail to address real-world intelligence requirements
versus academic benchmarks

Organizational Hurdles: Non-technical barriers, institutional
resistance, and training requirements often present greater
challenges than technical limitations



Outlook: Deepfake Detection Frontline
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TRUTH UNDER SIEGE

Deepfake detection frontlines

Munich Innovation Labs and resaro are putting
the best deepfake detection capabilities in the
hands of those who protect us every day..



Thank you!

Contact
Stefan Taing, st@munich-innovation.com

WWW.munich-innovation.com



